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Abstract— The Advanced Encryption Standard can be programmed in software or built with pure hardware.
However Field Programmable Gate Arrays (FPGAs) offer a quicker, more customizable solution. This research
investigates the AES algorithm with regard to FPGA and the Very High Speed Integrated Circuit Hardware
Description language (VHDL). Xilinx Design Suite 14.5 software is used for simulation and optimization of the
synthesizable VHDL code. All the transformations of both Encryptions is simulated using an iterative design
approach in order to minimize the hardware consumption. Virtex 6 Family devices are utilized for hardware
evaluation. Advanced Encryption Standard (AES) is one of the most common symmetric encryption algorithms.
The hardware complexity in AES is dominated by AES substitution box (S-box) which is considered as one of
the most complicated and costly part of the system because it is the only non-linear structure. Theoretically, the
design reduces the overall delay and efficiently for applications with high-speed performance. This approach is
suitable for FPGA implementation in term of gate area. The hardware, total area and delay are presented.
Keywords—S-Box, VHDL, AES, FPGA

I. INTRODUCTION

This AES algorithm is based on Rijndael algorithm,which was developed by Joan Daemen and
VincentRijnmen. It was announced by National Institute of Standards and Technology (NIST) in 1997 as AES
algorithm [1] according to the primary criteria of security, performance, efficiency in software and hardware,
flexibility, and implementability.

One of the strength of AES is it simplicity which facilitates the implementation on a wide range of different
platforms under different constraints [2]. AES can be implemented using software and hardware. Hardware
implementation can be either based on Field Programmable Gate Array (FPGA) or Application Specific
Integrated Circuits (ASIC). AES implemented on FPGA offered flexibility and security, but medium speed
compared to ASIC. The major factors that influence the implementation choices are speed and area cost. By
using hardware, a higher data rate for fast applications such as routers can be achieved compared to software
implementation. The hardware implementation is also physically secure since tempering by an attacker is
difficult. The efficiency of AES hardware implementation in terms of size, speed, security and power
consumption depends largely on the AES architecture [3]. For high speed throughput, loop-unrolled pipelined
[4] is used and to save power and area, iterative single round with resource sharing is implemented.

As S-Box is considered as a full complexity design and causes high power dissipation in AES, this paper is
focused on the way to implement it efficiently. Traditionally it was implemented by look up tables (LUT) which
store all 256 bit predefined values of S-Box in a ROM. The advantage of using LUT is it offers a shorter critical
path. However, it has a drawback of the unbreakable delay in high speed pipelined designs, and hence it cannot
be used in high speed applications. This delay prohibits each round unit from being divided into more than two
sub-stages to achieve any further increase in processing speed [5]. It also requires a large area to implement
AES encryption and decryption system due to different table used for both systems. Another way is to design
the S-Box circuit using combinational logic only which is directly from its arithmetic properties. This approach
has breakable delay of S-Box processing. One of the S-Box design is from its truth table using direct
relationship between input and output values of the S-box and two-level logic, which make use of sum of
products (SOP) expression, product of sums (POS) expression, positive polarity Reed-Muller (PPRM) structure,
binary decision diagram (BDD) or its variance twisted binary decision diagram (TBDD). It can achieve a high
speed design but suffer from extremely large area cost. Rashmi et al. [6] implemented S-Box using a
combinational logic without involving the computation in Galois field. He proposed two techniques for
implementing the S-Box, (1) based on logic synthesis using truth table, and (2) direct implementation of the
Algebraic Normal Form (ANF) expression for each column. It claims to have very low critical path delay
compared to designs based on composite field. Other approach involves multiplicative inversion in Galois Field
GF 2° using composite field [7]. It leads to low area but the critical delay is increased and it has high hardware
complexities.  In the next section, the AES algorithm is described briefly. In section Ill, it includes the
discussion on the Sub Byte transformation. Subsequently, in section IV it includes the results and comparisons.
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I1. ENCRYPTION PROCESS
The Encryption process of Advanced Encryption Standard algorithm is presented below, in figure 1.
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Figure 1. Encryption Process

This block diagram is generic for AES specifications. It consists of a number of different transformations
applied consecutively over the data block bits, in a fixed number of iterations, called rounds. The number of
rounds depends on the length of the key used for the encryption process.

I11. BYTES SUBSTITUTE TRANSFORMATION
The bytes substitution transformation Byte sub (state) is a non-linear substitution of bytes that operates
independently on each byte of the State using a substitution table (Sbox) presented in figure7. This S-box which
is invertible, is constructed by composing two transformations
1. Take the multiplicative inverse in the finite field GF (2%), described in Section 1.3.2. The element {00} is
mapped to itself.
2. Apply the following affine transformation (over GF (2))
bl’ = bi @ b(i+4)mod 8®b(i+5)mod8®b(i+6)mod8®b(i+7)mod8®ci
for 0<i< 8, where b; is the i" bit of the byte, and c; is the i bit of a byte ¢ with the value {63} or {01100011}.
Here and elsewhere, a prime on a variable (e.g., b") indicates that the variable is to be updated with the value on
the right. In matrix form, the affine transformation element of the S-box can be expressed as
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Figure 2. Matrix Notation of S-box
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Figure 3. Application of S-box to the Each Byte of the State [1]

The S-box used in the Sub Bytes transformation is presented in hexadecimal form in figure 3. For example,
if =S1,1= {53}, then the substitution value would be determined by the intersection of the row with index ‘5’
and the column with index ‘3’ in figure 3. This would result in S'1, 1 1 having a value of {ed}.
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Figure 4. S-box Values for All 256 Combinations in Hexadecimal Format [1]

IV. RESULT

VHDL is used as the hardware description language because of the flexibility to exchange among
environments. The code is pure VHDL that could easily be implemented on other devices, without changing the
design. The software used for this work is Xilinx Design Suite 14.5. This is used for writing, debugging and
optimizing efforts, and also for fitting, simulating and checking the performance results using the simulation
tools available on Xilinx 14.5 design software. All the results are based on simulations from the Xilinx 1Sim
Simulator, using Timing Analyzer and Waveform Generator. All the individual transformation of encryption is
simulated using FPGA Vertex 6 family and xc6vIx240t devices. The characteristics of the devices are presented
in figure 17. An iterative method of design is implemented to minimize the hardware utilization and the fitting is
done by the Xilinx Design Suite 14.5
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Figure 8. Schematic of SubByte Transformation
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Figure 9. 10 Planning of SubByte Transformation

Table 1. Implementation results:

FPGA Device Virtex6

Maximum combinational path delay 1.436ns

Total equivalent gate count for design 1150

Number of occupied slices 32/150720 0.1%
Static Power (mW) 3421.54
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V. CONCLUSION

The proposed S-Box gives another option for hardware implementation other than composite field to

represent Sub byte transformation. It reduces the complexities of hardware by avoiding the use of multiplicative
inverse in Galois field. As compared to the LUT and composite field, the S-Box resulted in smaller area with
medium delay. Further work will be carried out to apply the proposed design using ASIC implementation.
Optimized and Synthesizable VHDL code is developed for the implementation of encryption process.
Therefore, AES can indeed be implemented with reasonable efficiency on an FPGA
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